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	Reason for change:
	The security requirements for UPGF currently doesn’t have any check of the GTP-U packets on the sending side.

This pCR is to update existing security requirments for UPGF to include a requirement to ensure that the source IP address of the GTP-U packet must fall within a given IP address range that UPGF can verify before sending the GTP-U packet on the inter-PLMN N9 interface.
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********BEGIN OF CHANGE******
5.9.3.4
Requirements for User Plane Gateway Function (UPGF)
The UPGF is a transparent proxy function.
The UPGF receives GTP-U tunnel information (destination IP address and TEID) from the SMF. 
The interface between the UPGF and SMF shall be confidentiality, integrity and replay protected.
The UPGF that intercepts incoming GTP-U traffic on the N9 interface, shall only forward valid GTP-U packets to the concerned UPF inside the PLMN
-
The UPGF shall check the destination IP address and the TEID in the received GTP-U packet and only forward those packets to the UPFs that are identified to be part of an active PDU session.
-
The UPGF shall drop GTP-U packets that do not belong to any active PDU session.
The UPGF that intercepts outgoing GTP-U traffic originated from a UPF, shall forward on the N9 interface only those packets whose source IP address falls within a given IP address range.
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